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P
rivacy and S

ecurity Training 

P
rivacy and S

ecurity for all Y
V

FW
C

 
W

orkforce 
•

P
roviders 

•
S

taff 
•

Trainees 
•

V
olunteers 

•
C

ontractors/V
endors 



O
bjectives 

P
rivacy and S

ecurity Training explains: 
 •

The requirem
ents of the federal H

IP
AA

/H
ITE

C
H

 regulations, 
state privacy law

s, and Y
FVW

C
 policies and procedures that 

protect the privacy and security of confidential data 
•

H
ow

 these affect you and your job 
•

W
hat inform

ation m
ust be protected 

•
H

ow
 you can protect confidential and sensitive inform

ation 
•

Y
our responsibilities for good com

puter practices 
•

H
ow

 to report privacy breaches and security incidents 
 



W
hat is H

IP
A

A
? 

•
P

rotect the privacy of patient inform
ation 

•
P

rovide for electronic and physical 
security of patient health inform

ation 
•

R
equire “m

inim
um

 necessary” use and 
disclosure 

•
S

pecify patient rights to approve the 
access and use of their m

edical 
inform

ation 

The H
ealth Insurance P

ortability and A
ccountability A

ct 
(H

IPA
A) is a federal law

 that specifies adm
inistrative 

sim
plification provisions that: 



P
rivacy is bigger than H

IP
A

A
 

In addition to H
IPAA, there are other federal law

s w
hich govern the 

release of inform
ation, m

andate that inform
ation be protected, and 

in som
e cases require that individuals be granted certain rights 

relative to control and access of their inform
ation 

 •
The M

edicare C
onditions of P

articipation require that H
ealth C

are Facilities 
prom

ote each patient’s rights, including privacy (42 C
FR

 S
ection 482.13). 

•
The Federal Trade C

om
m

ission (FTC
) charged w

ith protecting consum
ers 

requires banking and other industries to im
plem

ent “red flag” standards (12 C
FR

 
part 681) to detect and prevent identity theft related to custom

er service 
accounts. These red flag rules extend to H

ealth C
are Institutions 

•
Federal D

epartm
ent of H

ealth and H
um

an S
ervices (H

H
S

) as w
ell as m

ultiple 
federal agencies require the protection of the privacy and confidentiality of 
participants in research clinic trials 



Y
V

FW
C

 P
olicies &

 P
rocedures 

•
Y

V
FW

C
 has policies and procedures to 

protect privacy and security inform
ation 

•
A

s a Y
V

FW
C

 em
ployee, you are 

responsible to follow
 these policies and 

procedures to protect the privacy and 
security of the patient’s m

edical 
inform

ation 



Fines and P
enalties 

•
H

IPAA C
rim

inal Penalties 
–

$50,000 - $1,500,000 fines 
–

Im
prisonm

ent up to 10 years 
 

•
H

IP
AA

 C
ivil P

enalties 
–

$100 - $25,000 fines 
–

M
ore fines if m

ultiple year 
violations 
 

•
State Law

s 
–

Fines and penalties apply to individuals 
as w

ell as health care providers, up to a 
m

axim
um

 of $250,000; m
ay im

pact your 
professional license 

–
Im

prisonm
ent up to 10 years 

•
Y

VFW
C

 corrective and disciplinary 
actions 

–
U

p to and including loss of privileges 
and term

ination of em
ploym

ent 
  

 

P
rivacy violations m

ay carry penalties under the federal 
H

IPA
A/H

ITE
C

H
, state privacy law

s and Y
VFW

C
 

policies: 



H
ow

 do the Law
s A

ffect Y
ou 

and Y
our Job? 

•
H

ow
 do the privacy law

s apply to you? 
•

W
ho uses P

H
I at Y

V
FW

C
? 



H
ow

 the H
IP

A
A

 Law
s A

pply to Y
ou! 

H
IP

AA
 requires that YV

FW
C

 
train all w

orkforce m
em

bers 
about the organizations 
H

IP
AA

 policies and 
procedures w

hich m
ay affect 

the w
ork you do. These rules 

apply to you w
hen you look 

at, use, or share P
rotected 

H
ealth Inform

ation (P
H

I). 



W
ho U

ses P
H

I at Y
V

FW
C

? 
•

A
nyone w

ho w
orks w

ith or m
ay view

 health, financial, or 
confidential inform

ation w
ith H

IPAA protected health identifiers 
 

•
E

veryone w
ho uses a com

puter or electronic device w
hich 

stores and/or transm
its inform

ation 
 

•
The follow

ing w
orkforce m

em
bers: 

–
P

roviders 
–

R
eception 

–
N

ursing S
taff 

–
V

olunteers 
–

S
tudents 

–
R

esearchers and S
taff investigators 

–
A

ccounting, P
ayroll, and B

illing 
–

A
lm

ost E
veryone, at one tim

e or another 

 
 

 



P
rotected H

ealth Inform
ation (P

H
I) 

This section explains: 
•

W
hat inform

ation m
ust be protected 

•
P

H
I identifiers 

•
Y

FW
C

’s disclosure of P
H

I policy 
•

The N
otice of P

rivacy P
ractices for P

H
I 

•
P

urposes other than Treatm
ent, P

aym
ent, or O

perations 
(TP

O
) 

•
E

xam
ples of TP

O
 

•
E

xceptions to the “M
inim

um
 N

ecessary” standard 
•

W
hen you should view

, use, or share P
H

I 

 



W
hat Inform

ation M
ust B

e Protected? 

•
P

H
I: 

–
Is inform

ation related to a patient’s past, present, or 
future physical and/or m

ental health or condition 
–

C
an be in any form

: w
ritten, spoken, or electronic 

(including video, photographs, and x-rays) 
–

Includes at least one of the 18 personal identifiers in 
association w

ith health inform
ation 

•
These rules apply to you w

hen you view
, use, and share 

P
H

I 

You m
ust protect an individual’s P

H
I w

hich is collected 
or created as a consequence of a health care provision 



Protected H
ealth 

Inform
ation (PH

I) Identifiers  
•

N
am

e 
•

P
ostal A

ddress 
•

A
ll elem

ents of dates except year 
•

Telephone num
ber 

•
Fax num

ber 
•

E
m

ail address 
•

U
R

L address 
•

IP
 address 

•
S

ocial security num
ber 

•
A

ccount num
bers 

•
License num

bers  
•

M
edical record num

ber 
•

H
ealth P

lan B
eneficiary # 

•
D

evice identifiers and their serial num
bers 

•
V

ehicle identifiers and serial num
bers 

•
B

iom
etric Identifiers (finger and voice prints) 

•
Full face photos and other com

parable im
ages 

•
A

ny other unique identifying num
ber, code, or characteristic 



Y
V

FW
C

’s N
otice of P

rivacy P
ractices 

•
In order for Y

V
FW

C
 to use or disclose P

H
I: 

 •
Y

V
FW

C
 m

ust give each patient a N
otice of Privacy Practices that 

describes how
 Y

V
FW

C
  m

ay use and disclose the patient’s P
H

I 
 •

A
dvises the patient of his/her privacy rights 

 
•

Y
V

FW
C

 m
ust attem

pt to obtain the patient’s signature acknow
ledging 

receipt of the N
otice, except in em

ergency situations. If a signature is 
not obtained, Y

V
FW

C
 m

ust docum
ent the reason w

hy it w
as not.  

 



N
otice of Privacy Practices for 

PH
I  

The N
otice of Privacy Practices (N

O
PP) allow

s PHI 
to be used and disclosed for purposes of TPO

 
 

•
Treatm

ent (T), P
aym

ent (P
), O

perations (O
) 

•
TP

O
 includes teaching, m

edical staff/peer review
, legal, auditing, 

custom
er service, business m

anagem
ent, and releases m

andated by 
law

 
•

Y
V

FW
C

 m
ust have a B

usiness A
ssociate A

greem
ent (B

A
A

) w
ith 

vendors w
ho w

ill use P
H

I w
hen providing a service to Y

V
FW

C
 

  



For Purposes O
ther Than TPO

  
 

U
nless required or perm

itted by law
, YVFW

C m
ust 

obtain w
ritten authorization from

 the patient to use, 
disclose, or access patient inform

ation. 
 

•
Patient A

uthorization allow
s Y

VFW
C

 to disclose 
inform

ation for purposes not related to treatm
ent, 

paym
ent, or operations 



Exam
ples of TPO

  
 

•
The patient’s referring physician calls and asks for a copy of the 
patient’s recent exam

 at Y
VFW

C
 (Treatm

ent) 
•

A patient’s insurance com
pany calls and requests a copy of the 

patient’s m
edical record for a specific service date (Paym

ent) 
•

The Q
uality Im

provem
ent office calls and asks for a copy of a 

patient’s chart for review
 (H

ealth C
are O

perations) 
•

For these TP
O

 purposes, patient inform
ation m

ay be provided 



Except for Treatm
ent, the M

inim
um

 N
ecessary 

Standard A
pplies  

•
For patient care and treatm

ent, H
IP

AA
 does not 

im
pose restrictions on use and disclosure of PH

I by 
health care providers E

xceptions: psychotherapy 
inform

ation, H
IV

 test results, and substance abuse 
inform

ation 
•

For anything else, H
IP

AA
 requires users to access 

the m
inim

um
 am

ount of inform
ation necessary to 

perform
 their duties. Exam

ple: a billing clerk m
ay 

need to know
 w

hat laboratory test w
as done, but not 

the result 

  



W
hen S

hould you? 

  
•

View
 PHI 

•
U

se PH
I 

•
Share PHI 



R
em

em
ber  

•
U

se inform
ation only w

hen necessary to perform
 

your job duties 
•

U
se only the m

inim
um

 necessary to perform
 your 

job duties 
•

Follow
 Y

VFW
C

 policies and procedures for 
inform

ation confidentiality and security 
•

A
sk your supervisor for your departm

ent’s privacy 
and security procedures 

 



Protecting Privacy  
This S

ection E
xplains: 

•
V

erbal exchanges 
•

K
now

ing w
here you left your paperw

ork 
•

D
isposal of paper docum

ents 
•

S
ecurity of Electronic P

atient Inform
ation (ePH

I) 
•

P
rivacy breach from

 lost, stolen, or m
isdirected 

inform
ation 

•
Incidents from

 any form
at of inform

ation 
 



Verbal Exchanges  
•

P
atients m

ay see norm
al clinical operations 

as violating their privacy 
•

B
e aw

are of your surroundings w
hen talking 

•
D

o not leave P
H

I on answ
ering m

achines 
•

A
sk yourself, “W

hat if it w
as m

y 
inform

ation being discussed like this?” 
 



K
now

 W
here You Left Your Paperw

ork  

•
C

heck printers, faxes, copier m
achines w

hen you are 
done using them

 
•

E
nsure paper charts are returned to applicable areas 

in nursing stations, m
edical records, or designated 

areas 
•

D
o not leave hard copies of PH

I laying on your desk; 
lock it up in your desk at the end of the day 

•
S

eal envelopes w
ell w

hen m
ailing 

 



D
isposal of Paper D

ocum
ents  

•
A

lw
ays throw

 docum
ents w

ith patient inform
ation in a 

shred bin for proper destruction 
•

D
ispose of paper and other records w

ith P
H

I in 
secured shredding bins. R

ecycling and Trash bins 
are N

O
T secure. 

•
S

hredding bins w
ork best w

hen papers are put inside 
the bins. W

hen papers are left outside the bin, they 
are not secured from

: D
aily gossip, trash, and the 

public 

 



Security of Electronic Patient 
Inform

ation (ePH
I)  

G
ood security standards follow

 the 
“90/10” R

ule: 
 •

10%
 of security safeguards are technical 

•
90%

 of security safeguards rely on the 
com

puter user (YO
U

) to adhere to good 
com

puter practices 
 



Privacy B
reach from

 Lost, Stolen, or 
M

isdirected Inform
ation  

A
 privacy breach can occur w

hen inform
ation is: 

•
P

hysically lost or stolen P
aper copies, film

s, tapes, electronic devices 
•

M
isdirected to others outside of Y

V
FW

C
  

•
V

erbal m
essages sent to or left on the w

rong voicem
ail or sent to or left 

for the w
rong person 

•
M

islabeled m
ail, m

isdirected em
ail 

•
W

rong fax num
ber, w

rong phone num
ber 

•
P

laced on Y
V

FW
C

 intranet, internet, w
ebsites, Facebook, Tw

itter 
•

N
ot using Y

V
FW

C
 secured em

ail tool 

  



Exam
ples of Privacy B

reaches  

•
Talking in public areas, talking too loudly, talking to the w

rong 
person 

•
Lost/stolen or im

properly disposed of paper 
•

Lost/stolen laptops, PD
A

s, cell phones, m
edia devices (video 

and audio recordings) 
•

E
m

ail or faxes sent to the w
rong address, w

rong person, or 
w

rong num
ber 

•
U

ser not logging off of com
puter system

s, allow
ing others to 

access their com
puter or system

 

 



Your R
esponsibilities for G

ood 
C

om
puting Practice  

This section explains: 
•

C
om

puter security 
•

P
rotecting portable devices 

•
S

afe em
ailing 

•
A

dditional security precautions 



C
om

puter Security 

•
E

nsure your com
puter and data are physically secured  

•
C

reate a strong passw
ord and do not share your usernam

e or 
passw

ord w
ith anyone 

•
Log off your com

puter term
inal w

hen you are done, or even if 
you w

alk aw
ay for a few

 m
om

ents 
•

E
nsure inform

ation on com
puter screens is not visible to 

patients w
ho pass by 

•
Lock your P

C
 by using the keyboard com

m
and C

trl + A
lt + 

D
elete 



A
dditional Security Precautions  

•
P

ractice S
afe E

m
ailing 

•
D

o not open, forw
ard, or reply to suspicious em

ails 
•

D
o not open suspicious em

ail attachm
ents or click on unknow

n 
w

ebsite addresses 
•

N
E

V
ER

 provide your usernam
e and passw

ord to an em
ail 

request 
•

U
se secure em

ail w
hen sending anything related to P

H
I 

•
It is your responsibility w

hen com
m

unicating to send all PH
I 

securely 
 



R
eporting Privacy B

reaches and 
Security Incidents  

This section explains: 
•

H
ow

 to report privacy breaches 
•

H
ow

 to report security breaches 
•

The im
portance of im

m
ediately alerting know

n or 
suspected incidents  

•
W

here resources for privacy and security can be 
found 

 



H
ow

 to R
eport Privacy B

reaches  

 
•

Im
m

ediately report any know
n or suspected 

privacy breaches (such as paper, conversations, 
suspected unauthorized or inappropriate access 
or use of PH

I) to the Privacy O
ffice at (509) 248-

5277 or ext. 4927 



H
ow

 to R
eport Security Incidents  

•
R

eport lost or stolen laptops, B
lackberries, P

D
A

s, cell 
phones, and flash drives im

m
ediately to the Y

VFW
C

 
H

elp D
esk, ext. 2167, and to your supervisor.  

•
Im

m
ediately report any unusual or suspected 

inform
ation security incidents to your S

upervisor as 
w

ell as unusual com
puter activity 

  



 
R

em
em

ber   
To the patient, A

LL inform
ation is 

private. 
•

This includes a patient's: P
ersonal 

inform
ation 

•
Financial inform

ation 
•

M
edical inform

ation 
•

P
rotected H

ealth Inform
ation 

•
Inform

ation in any form
at: spoken, 

w
ritten, or electronic 

 
 



R
esources for Privacy and 

Security  
•

Y
our S

upervisor/M
anager 

•
IS

 D
epartm

ent 
•

P
rivacy O

ffice C
ontact N

um
ber: (509) 

248-5277 or ext. 4927 
•

P
rivacy O

fficer: Lisa B
anford 

•
S

ecurity O
fficer: D

iane Tschauner 
  


